
Tárgyleírás angol nyelvű képzés tárgya esetén 

 

Tárgy neve: Cryptographic protocols L.+Pr. 

Tárgyfelelős neve: Mohammed B. Alshawki 

Tárgyfelelős tudományos fokozata: PhD 

Tárgyfelelős MAB szerinti akkreditációs státusza: AT 

 

Az oktatás célja angolul / Aim of the subject: 

 

Knowledge 

• In order to be able to perform their work in an innovative way and do research (when 

necessary) in their own IT specialisation, they have comprehensive and up-to-date 

knowledge of general mathematical and computing principles, rules and relationships, 

particularly in the following areas: algebraic, linear algebraic and number theory 

methods and applications; algorithmic methods in mathematics, formal models and 

tools in computing science, complexity and efficiency theory of algorithms, and 

special algorithms of application fields. 

• They have comprehensive and up-to-date knowledge and understanding of the general 

theories, contexts, facts, and the related concepts of IT, particularly in the areas of 

computer networks, information theory, cryptography. 

• They have comprehensive and up-to-date knowledge of the principles, methods, and 

procedures for designing, developing, operating, and controlling IT processes, 

particularly in the areas of the design, construction and management of cryptography, 

data security and data protection. 

• They have a high level of fluency in the language of IT – including its professional 

vocabulary and its characteristic features of expression and composition – both in their 

mother tongue and in English, at least. 

Abilities: 

• They are able to apply their mathematical, computer science and informatics skills in a 

novel way in order to solve tasks in IT research and development. 

• They are able to formalize complex IT tasks, to identify and study their theoretical and 

practical background and then to solve them. 

• They are able to initiate collaboration and work in a team as well as on projects with 

IT or other professionals. 

• They are able to professionally use scientific and technical information sources to 

obtain knowledge necessary for solving a problem, and to critically interpret and 

evaluate it. 

Attitude: 

• They follow professional and technological developments in their IT field. 

• They share their knowledge and consider it important to disseminate professional IT 

results. 

Autonomy, responsibility: 

• They take responsibility for their professional decisions made in their IT-related 

activities. 

 



Az oktatás tartalma angolul / Major topics: 

The course will study mechanisms and properties of cryptographic protocols that establish 

and maintain security properties of information exchange in two-party and multiparty settings 

within ambient open communications networks. The course covers the following topics: 

• Cryptographic protocol design   

• Protocol verification tools (ProVerif and Tamarin) - will be utilized in the practical 

part of the course 

• Key exchange protocols (focusing on DH-based protocols and the attacks against 

them) 

• IBE and ABE based protocols 

• Secure Transport Layer protocols (and some attacks) 

• Secure Transaction and Payment Protocol 

• Network cryptographic protocols (IPSec, PGP) 

• Authentication protocol in satellite based systems 

 

A számonkérés és értékelés rendszere angolul / Requirements and evaluation:  

 

k5 = kollokvium (5) + gy5 = gyakorlati jegy (5) 

Irodalom / Literature:  

• W. Stallings: Cryptography and Network Security: Principles and Practice, Pearson, 8th edition, 

2024, ISBN: 9781292437477 

• B. Schneier: Applied cryptography. Protocols, Algorithms, and Source Code in C, Wiley, 2015, 

ISBN:9781119183471 

• Proverif, the automatic cryptographic protocol verifier. Online materials and demo at 

https://prosecco.gforge.inria.fr/personal/bblanche/proverif/ 

 


